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PREFACE

“There are two kinds of cryptography in this world: cryptography that will stop your kid
sister from reading your files, and cryptography that will stop major governments from
reading your files” *

Encryption technology regulation may seem, at first glance, as quite a harrow topic in the family
of jurisprudence.? It may still be so, but one thing is for certain - it is relatively unexplored
among legal scholars. Needless to say, this makes the task of the humble law student quite
challenging.

Since the triumphant rise of the Information Society, use and distribution of encryption software
has been a hot topic in policy discussions. Still classified as a dual-use commodity, governments
in major industrial nations want to limit its use, using their export control regimes as an enfor-
cement tool. It seems that the only thing for certain in this field is change — export control regi-

mes are in a state of flux.

Obviously one can see certain trends in the field concerned. One big trend in recent years has
been liberalization. Especialy in the United States and France governments have been cutting
some slack in controls. On the other hand, in those nations especially the export controls have
been quite strict in comparison to other industrialized nations. But one trend in the international
policy arena has aso been quite clear — national governments willingness to maintain their
regimes as intact as possible in spite of liberalization. One must also bear in mind that there are
strongly legitimate grounds for maintaining export controls on dual-use goods especialy in
cases of non-proliferation and trade embargoes. Still one can argue that encryption is defensive
in its true nature, used to protect the information from unauthorised access, and cannot be d-
rectly used for hostile purposes. Therefore it should not be deemed a dual-use product at all. The

future will show us which trend will prevail.

However, the rapid development of technology may render the controls obsolete and the laws
may suffer the faith of desuetudo. It may well be that controls on encryption products will be
abolished in the near future. In my opinion, we can be relatively sure about one thing - govern-
ments and intergovernmental organizations are adapting their approach, as they face the new

challenges provided by the new information technologies. In the field of export controls this

! Bruce Schneier; Applied Cryptography: Protocols, Algorithms, and Source Codein C.
2 Words’encryption’ and ' cryptography’ derive from Greek word kryptikés (hidden).



means that governments are moving from a gatekeeper model to a surveillance model, ® because

they are unable or unwilling to control certain dua-use exports.

Also it can be considered that when some product is classified as a dual-use product (a strategic
product or technology - an item which can be used for both civil and military purposes), it can
be used as a part of a weapon or in the manufacturing of weapons. Still almost any item can be
used as a weapon if one has the intention, and therefore almost any item could aso be classified
as a dual-use item. Therefore the whole concept of dual-use products is somewhat problematic
and should be used only for products which are mainly used in defence-related fields and only

rarely in a civilian setting.

As a general academic remark | should also point out, that this is a legal study in a field filled
with myriad technical details. The technical details, however, are beyond the scope of this study.

Finally | would like to thank Jari Puhakka, Paivi Hautamaki, Jari Holmborg and Mikko Maijala,
al from the F-Secure Corporation, for giving me the opportunity to do research work for F-
Secure Corp. Thank you very much for having confidence in me and my work. Also, | would

like to thank Ms Jane Keates M.Sc. for giving me lifesaving guidance in English grammar.

Helsinki, Finland 1. 7.2000

S mo-Pekka Parviainen

8 Rotenberg, Marc, Executive Director of the Electronic Privacy Information Center, interviewed in the New York
Times, January 18, 2000.



